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Ñòàòüÿ ïîñâÿùåíà íåêîòîðûìâîïðîñàì ñèíòåçà îáîáùåííûõêëåòî÷íûõ àâòîìàòîâ, ïðåäíàçíà÷åí-
íûõ äëÿ èñïîëüçîâàíèÿ â ñîñòàâå ðàçëè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ. Ââîäèòñÿ ïîíÿòèå
êîëëèçèè â îáîáùåííîì êëåòî÷íîì àâòîìàòå. Èññëåäóþòñÿ âîïðîñû ïîñòðîåíèÿ îáîáùåííûõ
êëåòî÷íûõ àâòîìàòîâ, óñòîé÷èâûõ ê îïðåäåëåííîìó òèïó êîëëèçèé. Ïîëó÷åíî äîñòàòî÷íîå óñëî-
âèå îòñóòñòâèÿ îäíîøàãîâûõ êîëëèçèé âåñà 1, ñîñòîÿùåå â òîì, ÷òî ëîêàëüíàÿ ôóíêöèÿ ñâÿçè
äîëæíà ëèíåéíî çàâèñåòü îò îäíîãî èç àðãóìåíòîâ, à ñîîòâåòñòâóþùèå ýòèì àðãóìåíòàì ðåáðà
ãðàôà êëåòî÷íîãî àâòîìàòà, âìåñòå ñ èíöèäåíòíûìè èì âåðøèíàìè, äîëæíû îáðàçîâûâàòü 2-
ôàêòîð. Ðàññìàòðèâàåòñÿ âîïðîñ ñóùåñòâîâàíèå 2-ôàêòîðà â òàêîì ãðàôå è ïðèâîäèòñÿ ìåòîä åãî
íàõîæäåíèÿ çà ïîëèíîìèàëüíîå âðåìÿ.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôèÿ, êëåòî÷íûé àâòîìàò, êîëëèçèÿ.

Ââåäåíèå

Ñîâðåìåííûå èíôîðìàöèîííûå òåõíîëîãèè, àêòèâíî ðàçâèâàÿñü, ïðåäúÿâëÿþò âñå íîâûå
òðåáîâàíèÿ êàê ê óðîâíþ çàùèùåííîñòè êàíàëîâ ñâÿçè, òàê è ê èõ ïðîïóñêíîé ñïîñîáíîñòè.
Â ýòîé ñâÿçè àêòèâíî ðàçâèâàþòñÿ êðèïòîãðàôè÷åñêèå ìåòîäû. Êðèïòîãðàôèè ïîñâÿùåíî
î÷åíü áîëüøîå êîëè÷åñòâî èñòî÷íèêîâ, â ÷àñòíîñòè, [7, 9, 13, 14], ñóùåñòâóåò áîëüøîå
êîëè÷åñòâî ðàçëè÷íûõ êðèïòîàëãîðèòìîâ (õîðîøèé îáçîðìîæíî íàéòè â [5]). Îäíàêî â ñâåòå
èíòåíñèôèêàöèè ðàçâèòèÿ òàê íàçûâàåìîé ëåãêîâåñíîé (lightweight) êðèïòîãðàôèè [15, 18],
ìíîãèå èç íèõ íå óäîâëåòâîðÿþò ñîâðåìåííûì òðåáîâàíèÿì â ÷àñòè ïðîèçâîäèòåëüíîñòè è
ýôôåêòèâíîñòè. Ýòî ïðèâîäèò ê íåîáõîäèìîñòè ðàçðàáîòêè íîâûõ êðèïòîàëãîðèòìîâ.
Â ðàáîòàõ [1, 4] è ðÿäå äðóãèõ, àâòîðîì áûëè ðàçðàáîòàíû ïðèíöèïû ïîñòðîåíèÿ ñèì-

ìåòðè÷íûõ êðèïòîàëãîðèòìîâ íà îñíîâå îáîáùåííûõ êëåòî÷íûõ àâòîìàòîâ. Ýòè êðèïòî-
àëãîðèòìû èìåþò î÷åíü âûñîêóþ ïðîèçâîäèòåëüíîñòü ïðè àïïàðàòíîé ðåàëèçàöèè. Äàííàÿ
ðàáîòà ïðîäîëæàåò ýòî íàïðàâëåíèå èññëåäîâàíèé. Â íåé èññëåäóþòñÿ êîëëèçèè, âîçíèêàþ-
ùèå ïðè ðàáîòå îáîáùåííûõ êëåòî÷íûõ àâòîìàòîâ è ðåøàåòñÿ îñòàâëåííûé ðàíåå îòêðûòûì
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âàæíûé äëÿ îáåñïå÷åíèÿ êðèïòîñòîéêîñòè âîïðîñ î íóìåðàöèè ðåáåð ãðàôà êëåòî÷íîãî àâ-
òîìàòà. Îñíîâíîé çàäà÷åé íàñòîÿùåé ñòàòüè ÿâëÿåòñÿ ðàçðàáîòêà ìåòîäà ïîñòðîåíèÿ îáîá-
ùåííûõ êëåòî÷íûõ àâòîìàòîâ, óñòîé÷èâûõ ê îïðåäåëåííîìó âèäó êîëëèçèé. Èìåííî òàêèå
àâòîìàòû è äîëæíû áûòü èñïîëüçîâàíû â êðèïòîãðàôè÷åñêèõ àëãîðèòìàõ.

1. Îáîáùåííûå êëåòî÷íûå àâòîìàòû

Íàçîâåì îáîáùåííûì êëåòî÷íûì àâòîìàòîì îðèåíòèðîâàííûé ìóëüòèãðàô A(V, E), ãäå
V = {v1, . . . , vN} | ìíîæåñòâî âåðøèí, à E | ìóëüòèìíîæåñòâî ðåáåð. Ñ êàæäîé åãî
âåðøèíîé vi àññîöèèðîâàíû:

• áóëåâà ïåðåìåííàÿmi, êîòîðàÿ íàçûâàåòñÿ ÿ÷åéêîé;
• áóëåâà ôóíêöèÿ fi(x1, . . . , xdi

), êîòîðàÿ íàçûâàåòñÿ ëîêàëüíîé ôóíêöèåé ñâÿçè i-é âåð-
øèíû.

Ïðè ýòîì êàæäîé ïàðå (ðåáðî v, èíöèäåíòíàÿ åìó âåðøèíà e) áóäåò ñîîòâåòñòâîâàòü
íîìåð àðãóìåíòà ëîêàëüíîé ôóíêöèè ñâÿçè, âû÷èñëÿåìîé â âåðøèíå v. Ìû áóäåì íàçûâàòü
åãî íîìåðîì ðåáðà e îòíîñèòåëüíî âåðøèíû v.
Çäåñü ìû ðàññìàòðèâàåì òîëüêî êëåòî÷íûå àâòîìàòû, ãðàôû êîòîðûõ íå èìåþò êðàòíûõ

ðåáåð.
Îïèøåì òåïåðü ðàáîòó îáîáùåííîãî êëåòî÷íîãî àâòîìàòà. Â íà÷àëüíûé ìîìåíò âðåìåíè

êàæäàÿ ÿ÷åéêà mi, i = 1...N , èìååò íåêîòîðîå íà÷àëüíîå çíà÷åíèå mi(0). Àâòîìàò ðàáîòàåò
ïîøàãîâî. Òàê, çíà÷åíèÿ ÿ÷ååê íà øàãå íîìåð t âû÷èñëÿþòñÿ ïî ôîðìóëå:

mi(t) = fi(mη(i,1)(t− 1), mη(i,2)(t− 1), . . . ,mη(i,di)(t− 1)), (1)

ãäå η(i, j)| íîìåð âåðøèíû, èç êîòîðîé èñõîäèò ðåáðî, çàõîäÿùåå â âåðøèíó i è èìåþùåå
îòíîñèòåëüíî ýòîé âåðøèíû íîìåð j. Çàïîëíåíèåì êëåòî÷íîãî àâòîìàòà M(t) íà øàãå t

áóäåì íàçûâàòü íàáîð çíà÷åíèé ÿ÷ååê (m1(t), m2(t), . . . ,mN(t)).
Îáîáùåííûé êëåòî÷íûé àâòîìàò áóäåì íàçûâàòü îäíîðîäíûì, åñëè äëÿ ëþáîãî i ∈

{1, . . . , N} âûïîëíÿåòñÿ fi = f , ò.å. ëîêàëüíàÿ ôóíêöèÿ ñâÿçè äëÿ âñåõ ÿ÷ååê îäèíàêîâà.
Ñòåïåíè çàõîäà âåðøèí òàêîãî êëåòî÷íîãî àâòîìàòà, î÷åâèäíî, îäèíàêîâû: d1 = d2 = . . . =

dN = d.
Íàçîâåì îáîáùåííûé êëåòî÷íûé àâòîìàò íåîðèåíòèðîâàííûì, åñëè äëÿ ëþáîãî ðåáðà

(u, v) â åãî ãðàôå ñóùåñòâóåò è ðåáðî (v, u). Ãðàô òàêîãî àâòîìàòà ìîæíî ðàññìàòðèâàòü êàê
íåîðèåíòèðîâàííûé, åñëè çàìåíèòü êàæäóþ ïàðó îðèåíòèðîâàííûõ ðåáåð (u, v) è (v, u) íà
íåîðèåíòèðîâàííîå ðåáðî {u, v}.
Çäåñü ìû áóäåì èñïîëüçîâàòü ëèøü íåîðèåíòèðîâàííûå îäíîðîäíûå îáîáùåííûå êëå-

òî÷íûå àâòîìàòû, äëÿ êðàòêîñòè íàçûâàÿ èõ ïðîñòî îáîáùåííûìè êëåòî÷íûìè àâòîìàòàìè.
Äëÿ êðèïòîñòîéêîñòè øèôðîâ áîëüøîå çíà÷åíèå èìååò âûáîð ãðàôà îáîáùåííîãî êëå-

òî÷íîãî àâòîìàòà. Ñîãëàñíî ðàáîòå [3], õîðîøèì âûáîðîì ÿâëÿþòñÿ ãðàôû Ðàìàíóäæàíà
[8, 10, 12].

Íàóêà è Îáðàçîâàíèå. ÌÃÒÓ èì. Í.Ý. Áàóìàíà 195

http://technomag.bmstu.ru


Êðîìå òîãî, âàæíûì ÿâëÿåòñÿ ïðàâèëüíûé âûáîð ëîêàëüíîé ôóíêöèè ñâÿçè îáîáùåí-
íîãî êëåòî÷íîãî àâòîìàòà, òðåáîâàíèÿ ê êîòîðîé ñôîðìóëèðîâàíû àâòîðîì â ðàáîòå [3].
Ñåìåéñòâî ôóíêöèé, óäîâëåòâîðÿþùèõ ýòèì òðåáîâàíèÿì ïîñòðîåíî àâòîðîì â ðàáîòå [2].
Â íàñòîÿùåé ñòàòüå ìû ïîëó÷èì íîâûå òðåáîâàíèÿ ê òàêèì ôóíêöèÿì (ñðàçó çàìåòèì, ÷òî
ñåìåéñòâî ôóíêöèé èç ðàáîòû [2] óäîâëåòâîðÿåò è èì).

2. Êîëëèçèè â îáîáùåííûõ êëåòî÷íûõ àâòîìàòàõ

Âûõîäíîé ïîñëåäîâàòåëüíîñòüþ êëåòî÷íîãî àâòîìàòàA íàçîâåì ôóíêöèþ FA: Bn×N →
→ Bn, àðãóìåíòàìè êîòîðîé ÿâëÿåòñÿ íà÷àëüíîå çàïîëíåíèå è íîìåð øàãà, à çíà÷åíèåì |
çàïîëíåíèå íà ýòîì øàãå.
Áóäåì íàçûâàòü t-øàãîâîé êîëëèçèåé âåñà w òàêèå äâà ðàçëè÷íûõ çàïîëíåíèÿ îáîáùåí-

íîãî êëåòî÷íîãî àâòîìàòà x1, x2 ∈ {0, 1}N , ÷òî |x1 ⊕ x2| = w è FA(x1, t) = FA(x2, t), íî
FA(x1, t− 1) 6= FA(x2, t− 1), ãäå |x|| âåñ âåêòîðà x.
Çàìåòèì, ÷òî ëþáàÿ t-øàãîâàÿ êîëëèçèÿ îäíîâðåìåííî ÿâëÿåòñÿ è (t+ τ)-øàãîâîé êîëëè-

çèåé, äëÿ ëþáîãî íàòóðàëüíîãî τ .
Î÷åâèäíî, ÷òî ñóùåñòâîâàíèå êîëëèçèé â îáîáùåííîì êëåòî÷íîì àâòîìàòå, ïðè óñëî-

âèè íàëè÷èÿ ýôôåêòèâíûõ àëãîðèòìîâ èõ íàõîæäåíèÿ, ðåçêî óõóäøàåò êðèïòîãðàôè÷åñêèå
ñâîéñòâà îñíîâàííûõ íà íåì êðèïòîàëãîðèòìîâ. Ïîýòîìó î÷åíü âàæíûìåòîäû ñèíòåçà îáîá-
ùåííûõ êëåòî÷íûõ àâòîìàòîâ, äëÿ êîòîðûõ êîëëèçèè ëèáî îòñóòñòâóþò, ëèáî èõ íàõîæäåíèå
ÿâëÿåòñÿ âû÷èñëèòåëüíî-òðóäíîé çàäà÷åé. Òàêèå àâòîìàòû ìû áóäåì íàçûâàòü óñòîé÷èâûìè
ê êîëëèçèÿì.
Â äàííîé ðàáîòå ìû èçó÷èì óñòîé÷èâîñòü ê îäíîøàãîâûì êîëëèçèÿì âåñà 1.
Èòàê, ïóñòü â êëåòî÷íîì àâòîìàòå A ñóùåñòâóåò îäíîøàãîâàÿ êîëëèçèÿ âåñà 1: (x1, x2).

Ïóñòü x2 = x1 ⊕ ε, ãäå |ε| = 1. Ïóñòü åäèíèöà â ε ñîîòâåòñòâóåò ÿ÷åéêå êëåòî÷íîãî àâòîìàòà
ñ íîìåðîì j. Òîãäà äëÿ ëþáîé ÿ÷åéêè vi ñìåæíîé ñ vj äîëæíû ñóùåñòâîâàòü òàêèå çíà÷åíèÿ
a1, . . . , ak−1, ak+1, ad ∈ {0, 1}, ÷òî âûïîëíÿåòñÿ:

f(a1, . . . , ak−1, 0, ak+1, . . . , ad) = f(a1, . . . , ak−1, 1, . . . , ak+1, ad), (2)

ãäå k | íîìåð îòíîñèòåëüíî âåðøèíû vi ðåáðà (vj, vi).
Äëÿ òîãî ÷òîáû ðàññìàòðèâàåìûõ êîëëèçèé íå ñóùåñòâîâàëî, äîñòàòî÷íî, ÷òîáû äëÿ íå-

êîòîðîãî k íåëüçÿ áûëî íàéòè a1, . . . , ak−1, ak+1, . . . , ad ∈ {0, 1}, óäîâëåòâîðÿþùèå óðàâ-
íåíèþ (2). Ïðè ýòîì, íóìåðàöèÿ ðåáåð ãðàôà äîëæíà áûòü òàêîé, ÷òîáû êàæäîé âåðøèíå
áûëî èíöèäåíòíî ðåáðî, èìåþùåå íîìåð k îòíîñèòåëüíî êàêîé-ëèáî äðóãîé âåðøèíû.
Îòñþäà âîçíèêàåò äâà âîïðîñà:

• êàêîé äîëæíà áûòü ëîêàëüíàÿ ôóíêöèÿ ñâÿçè?
• êàêîé äîëæíà áûòü íóìåðàöèÿ ðåáåð è êàêèì òðåáîâàíèÿì äîëæåí óäîâëåòâîðÿòü ãðàô

îáîáùåííîãî êëåòî÷íîãî àâòîìàòà?

Äàëåå ìû ïîäðîáíî îñòàíîâèìñÿ íà ýòèõ âîïðîñàõ.
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3. Ëîêàëüíàÿ ôóêöèÿ ñâÿçè

Èòàê, ïîñòðîèì òàêóþ ëîêàëüíóþ ôóíêöèþ ñâÿçè f(x1, . . . , xd). Ïðåäñòàâèì ýòó ôóíê-
öèþ â âèäå

f(x1, . . . , xd) = xkg1(x1, . . . , xk−1, xk+1, . . . , xd)⊕ g2(x1, . . . , xk−1, xk+1, . . . , xd),

ãäå g1 è g2 | (d− 1)-ìåñòíûå áóëåâû ôóíêöèè.
Òîãäà äëÿ òîãî, ÷òîáû íå ñóùåñòâîâàëî íàáîðà àðãóìåíòîâ, äëÿ êîòîðûõ âûïîëíÿëîñü áû

óñëîâèå (2), íåîáõîäèìî è äîñòàòî÷íî, ÷òîáû g1(x1, . . . , xk−1, xk+1, . . . , xd) = 1, ò.å. ôóíêöèÿ
f ëèíåéíî çàâèñåëà îò îäíîé èç ñâîèõ ïåðåìåííûõ:

f(x1, . . . , xd) = xk ⊕ g2(x1, . . . , xk−1, xk+1, . . . , xd).

Äåéñòâèòåëüíî, åñëè ôóíêöèÿ g1 íå ðàâíà òîæäåñòâåííî åäèíèöå, òî ñóùåñòâóåò òàêîé íàáîð
a1, . . . , ak−1, ak+1, . . . , ad, ÷òî g1(a1, . . . , ak−1, ak+1, . . . , ad) = 0 è óñëîâèå (2) âûïîëíÿåòñÿ.
Åñëè æå g1 = 1, òî ïåðåìåííàÿ xk ÿâëÿåòñÿ ñóùåñòâåííîé íåçàâèñèìî îò çíà÷åíèé îñòàëüíûõ
ïåðåìåííûõ è, ñëåäîâàòåëüíî, óñëîâèå (2) íå âûïîëíÿåòñÿ.

4. Ñòðîåíèå ãðàôà îáîáùåííîãî êëåòî÷íîãî àâòîìàòà

Êàê áûëî îòìå÷åíî âûøå, ãðàô äîëæåí áûòü òàêîé, ÷òîáû êàæäîé âåðøèíå áûëî èíöè-
äåíòíî ðåáðî, èìåþùåå íîìåð k îòíîñèòåëüíî êàêîé-íèáóäü äðóãîé âåðøèíû. Òî åñòü, ïðè
èñïîëüçîâàíèè ëîêàëüíîé ôóíêöèè ñâÿçè, ïðåäëîæåííîé â ïðåäûäóùåì ðàçäåëå, îò êàæäîé
ÿ÷åéêè êëåòî÷íîãî àâòîìàòà äîëæíà ëèíåéíî çàâèñåòü êàêàÿ-ëèáî äðóãàÿ ÿ÷åéêà. Ëåãêî âè-
äåòü, ÷òî äëÿ ýòîãî äîñòàòî÷íî, ÷òîáû ðåáðà, èìåþùèå íîìåð k îòíîñèòåëüíî êàêèõ-ëèáî
âåðøèí âìåñòå ñ ýòèìè âåðøèíàìè îáðàçîâûâàëè 2-ôàêòîð ãðàôà îáîáùåííîãî êëåòî÷íîãî
àâòîìàòà.
Íàïîìíèì, ÷òî s-ôàêòîðîì ãðàôà G íàçûâàåòñÿ åãî s-ðåãóëÿðíûé ïîäãðàô íà òîì æå

ìíîæåñòâå âåðøèí, à s-ôàêòîðèçàöèåé ãðàôà íàçûâàåòñÿ ìíîæåñòâî åãî s-ôàêòîðîâ, îáúåäè-
íåíèå êîòîðûõ ñîâïàäàåò ñ ãðàôîì, íî ìíîæåñòâà ðåáåð ïîïàðíî ðàçëè÷íû. Õîðîøèé îáçîð
ñîâðåìåííîãî ñîñòîÿíèÿ òåîðèè ôàêòîðèçàöèè ãðàôîâ ìîæíî íàéòè â ðàáîòå [17].
Â òîì ñëó÷àå, åñëè 2-ôàêòîð ÿâëÿåòñÿ ñâÿçíûì, îí íàçûâàåòñÿ ãàìèëüòîíîâûì öèêëîì è

åãî ïîèñê ÿâëÿåòñÿ NP-òðóäíîé çàäà÷åé. Îäíàêî åñëè ñâÿçíîñòü íå òðåáóåòñÿ, îí ìîæåò áûòü
íàéäåí çà ïîëèíîìèàëüíîå âðåìÿ.
Ñíà÷àëà âûÿñíèì óñëîâèÿ ñóùåñòâîâàíèÿ 2-ôàêòîðà. Â ýòîé ñâÿçè èçâåñòíû ñëåäóþùèå

òåîðåìû.
Òåîðåìà 1 (Ïåòåðñåí [16]). Ãðàô èìååò 2-ôàêòîðèçàöèþ òîãäà è òîëüêî òîãäà, êîãäà îí

ðåãóëÿðåí è èìååò ÷åòíóþ ñòåïåíü.
Òåîðåìà 2 (Áåáëåð [19]). Ëþáîé 2-ðåáåðíîñâÿçíûé ðåãóëÿðíûé ìóëüòèãðàô, èìåþùèé

íå÷åòíóþ ñòåïåíü, ñîäåðæèò 2-ôàêòîð.
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Òàêèì îáðàçîì, ó÷èòûâàÿ, ÷òî â îäíîðîäíûõ îáîáùåííûõ êëåòî÷íûõ àâòîìàòàõ èñïîëü-
çóþòñÿ ðåãóëÿðíûå ãðàôû, 2-ôàêòîð ñóùåñòâóåò, åñëè ñòåïåíü ãðàôà ÷åòíàÿ, ëèáî åñëè ãðàô
ÿâëÿåòñÿ 2-ðåáåðíî-ñâÿçíûì, ÷òî íà ïðàêòèêå âñåãäà âûïîëíÿåòñÿ.
Òåïåðü ïðèâåäåì ñïîñîá, ïîçâîëÿþùèé íàéòè 2-ôàêòîð â äàííîì ãðàôå G(V, E).
Ïîñòðîèì äâóäîëüíûé ãðàôG1 = (V2, E1), ãäåV = V ∪V1, V èV1|äâå äîëè ãðàôà, |V | =

|V1|, V = {v1, . . . , vn}, V1 = {u1, . . . , un}. Ìíîæåñòâî ðåáåð E1 ïîñòðîèì ñëåäóþùèì
îáðàçîì: ðåáðî (vi, uj) ∈ E1 òîãäà è òîëüêî òîãäà, êîãäà (vi, vj) ∈ E

Òåïåðü îñòàåòñÿ íàéòè â ãðàôå G1 ìàêñèìàëüíîå ïàðîñî÷åòàíèå. Äëÿ ïîèñêà ìàêñèìàëü-
íîãî ïàðîñî÷åòàíèÿ â äâóäîëüíîì ãðàôå ñóùåñòâóåò ðÿä àëãîðèòìîâ, íàèáîëåå óäà÷íûì èç
êîòîðûõ ñ÷èòàåòñÿ àëãîðèòì Õîïêðîôòà | Êàðïà [11], èìåþùèé ñëîæíîñòü O(|E|

√
|V |).

Ïîëó÷åííîìó ïàðîñî÷åòàíèþ è ñîîòâåòñòâóåò èñêîìûé 2-ôàêòîð.
Íàéäÿ ïîñðåäñòâîì âûøåïðèâåäåííîãî ìåòîäà ïðîèçâîëüíûé 2-ôàêòîð, ñëåäóåò äëÿ êà-

æäîé åãî ñâÿçíîé êîìïîíåíòû, ÿâëÿþùåéñÿ öèêëîì âèäà v1, e1, v2, e2, . . . , vm, em, v1, ñîïî-
ñòàâèòü êàæäîìó ðåáðó íîìåð k, îòíîñèòåëüíî ñëåäóþùåé â öèêëå âåðøèíû, ãäå k| íîìåð
ïåðåìåííîé, îò êîòîðîé ëèíåéíàÿ ôóíêöèÿ ñâÿçè çàâèñèò ëèíåéíî. Âîïðîñ î ïðàâèëüíîé
íóìåðàöèè îñòàëüíûõ ðåáåð âñå åùå îñòàåòñÿ îòêðûòûì. Ïî-âèäèìîìó, èõ ìîæíî ïðîíó-
ìåðîâàòü ïðîèçâîëüíî (íî òàê, ÷òîáû îòíîñèòåëüíî êàæäîé âåðøèíû èíöèäåíòíûå åé ðåáðà
èìåëè íîìåðà 1, 2, . . . , d).

5. Î ïðàêòè÷åñêîì ïðèìåíåíèè

Êðèïòîãðàôè÷åñêèå àëãîðèòìû, îñíîâàííûå íà êëåòî÷íûõ àâòîìàòàõ, ìîãóò íàéòè øè-
ðîêîå ïðèìåíåíèå â ðàçëè÷íûõ îáëàñòÿõ, ãäå òðåáóåòñÿ êàê ëåãêîâåñíîå øèôðîâàíèå (â òîì
÷èñëå, äëÿ ñâÿçè ñ áåñïèëîòíûìè ëåòàòåëüíûìè àïïàðàòàìè), òàê è îáû÷íîå øèôðîâàíèå
(íàïðèìåð, äëÿ çàùèòû ýëåêòðîííûõ äîêóìåíòîâ, â ÑÀÏÐ [6]) è ò.ä.

Çàêëþ÷åíèå

Â ñòàòüå ðàçâèòà òåîðèÿ îáîáùåííûõ êëåòî÷íûõ àâòîìàòîâ, ñâîáîäíûõ îò îäíîøàãîâûõ
êîëëèçèé âåñà 1, êîòîðûå î÷åíü âàæíû äëÿ êðèïòîãðàôè÷åñêèõ ïðèìåíåíèé. Ðàçðàáîòàí
ìåòîä ïîñòðîåíèÿ òàêèõ àâòîìàòîâ, ðàáîòàþùèé çà ïîëèíîìèàëüíîå âðåìÿ.
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On Collision Resistance of Generalized Cellular Automata
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The author had previously developed the principles for creating the symmetric cryptoalgorithms
based on the generalized cellular automata. In hardware implementation these cryptoalgorithms
are of high efficiency. This work continues studies in this field. It investigates collisions arising
during the operation of generalized cellular automata.
The main objective of the work is to develop a method for creating the generalized cellular

automata to be resistant to a certain type of collisions.
Two various initial fillings of the generalized cellular machine gun differing in w categories

and giving identical fillings after t steps shall be called a t-step collision of weight w. We notice
that any t-step collision at the same time is also a step collision (t+u).
It is obvious that collisions existing in generalized cellular automata, provided that there

are efficient algorithms to detect them, sharply worsen cryptographic properties of the crypto-
algorithms based on it. Therefore methods for synthesis of generalized cellular automata, which
are resistant to collisions are very important. This work studies resistance to the single-step
collisions of weight 1.
The work shows that for a lack of single-step collisions of weight 1 it is enough that any other

cell is linearly dependent on each cell of the cellular automata. For this, it is sufficient that the k-
numbered edges with regard to any tops form, together with these tops, a 2-factor of the graph of
the generalized cellular automata while a local function of relation has to be linear in k- numbered
argument.
Existence conditions of 2-factor are given. The method to find the 2-factor in this graph is

given. It is based on the search algorithm of the maximum bipartite matching.
Thus, the article develops a theory of the generalized cellular automata, free from single-step

collisions of weight 1. Such automata are important for cryptographic applications. The method is
developed to create such cellular automata operating in polynomial time.
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